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New in This Document
TABLE 1 Key Features and Enhancements in this Release of the Product

Feature Description Reference

NAS-ID RADIUS attribute Integrated systems such as Palo Alto Firewalls now
support filtering RADIUS Accounting traffic
forwarded by the NAS-ID RADIUS attribute.

Configuring Palo Alto Firewall and Web Filters on
page 9
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Cloudpath supplements data already captured by Palo Alto Networks® firewalls by adding mappings of the IP address to a User ID, allowing the
captured traffic to be more identifiable. When a user joins the network via Cloudpath, the Palo Alto Networks® firewall is notified of the user's login.
Similarly, when a user is known to have left the network, the firewall is notified of the logout.

Cloudpath also sends Host Information Profile (HIP) data to the firewall, which increases visibility on connections and allows filtering on the type of
client (by operating system, etc).

This section describes how to integrate Cloudpath with a Palo Alto firewall.

Palo Alto Networks® Firewall Prerequisites
Configuring Cloudpath to integrate with a Palo Alto Networks® firewall requires:

• Administrator credentials for the Palo Alto Networks® system

IP address or hostname of the Palo Alto Networks® system

FIGURE 1 Palo Alto Networks® Firewall System Information

Cloudpath Enrollment System Integration with Palo Alto Networks® Firewalls Configuration Guide, 6.0
Part Number: 800-73685-001 Rev A 7



Wireless Controller Configuration
The examples in this section show RUCKUS Wireless controllers. However, Cloudpath supports integration with Palo Alto Networks® firewalls using
wireless controllers from most vendors.

The wireless controller configuration requirements:

• AAA authentication server and AAA accounting server.

– RADIUS enabled (RADIUS Accounting for AAA Accounting server)
– IP address of Cloudpath system
– Authentication port =1812 (Accounting port=1813)
– Shared must match the shared secret for the Cloudpath onboard RADIUS server (or shared secret for the external RADIUS server)

• WLAN configuration

– Standard Usage
– 802.1x EAP Method
– WPA2 Encryption
– AES Algorithm
– Select AAA authentication server previously configured
– In Advanced Options section, select AAA accounting server previously configured

Integration with Palo Alto Networks® Firewalls
Wireless Controller Configuration
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FIGURE 2 WLAN Configuration with AAA Accounting Server

Configuring Palo Alto Firewall and Web Filters
1. Navigate to Configuration > Firewalls & Web Filters.

Integration with Palo Alto Networks® Firewalls
Configuring Palo Alto Firewall and Web Filters
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2. Select Palo Alto Firewall.

FIGURE 3 Firewalls & Web Filters

3. Enter the management IP address of the Palo Alto Networks® system.

Integration with Palo Alto Networks® Firewalls
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4. Click Get Key.

FIGURE 4 Palo Alto Credentials

5. In the Palo Alto Credentials popup, enter:

• Hostname or IP address of the Palo Alto Networks® firewall.

• Palo Alto Networks® administrator username.

• Palo Alto Networks® administrator password.

The API key is generated by the system and displayed. This is the API key the Cloudpath system will use to communicate with the firewall.

6. User ID Mapping Timeout (Minutes) is optional. You can customize this value to set the maximum time period. The Palo Alto Networks®

firewall is requested to consider User ID mapping values sent by Cloudpath for that duration as valid inputs, without additional updates.
The default timeout value is 6 hours.

7. Scope is optional. If you want only information from a specific SSID to be forwarded to the Palo Alto Networks® firewall (or other specified
web filters), enter it in the SSID Regex field. In the NAS-ID Regex field, enter a regular expression to specify the NAS Identifier(s) that will
trigger RADIUS Accounting data forwarding to this external system. Data will only be forwarded if all specified NAS Identifiers match the
connected network.

Integration with Palo Alto Networks® Firewalls
Configuring Palo Alto Firewall and Web Filters
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Support for NAS-ID in Palo Alto Firewall Configuration
Network Access Server Identifier (NAS-ID) is a unique identifier for a network access server (an AP or controller). For Palo Alto Network (PAN), NAS-
ID is configured in the advanced scope that allows for granular control over policy application.

Feature Overview
Cloudpath 6.0 introduces NAS-ID filtering for RADIUS accounting integrations, for Palo Alto Firewalls. This feature allows you to precisely control
which RADIUS accounting data is forwarded to a specific Palo Alto by defining the NAS-ID criteria. Use the new NAS-ID Regex option to specify a
regular expression that matches the NAS-ID attribute in the incoming RADIUS accounting requests. For data forwarding to occur, both the SSID and
NAS-ID scopes must be met. Only a single host information profile (HIP) match update is sent to Palo Alto upon device connection when both filters
are satisfied. No intermediate or stop accounting updates are transmitted. If either or both filters fail to match, no update is sent to Palo Alto, and
corresponding log messages are generated in Cloudpath.

Requirements
This feature has no special hardware or software requirements for feature enablement or usage.

Considerations
This feature has no special considerations or limitations pertaining to feature enablement or usage.

Best Practices
This feature has no special recommendations for feature enablement or usage.

Prerequisites
This feature has no prerequisites to feature enablement or usage.

Configuring Advanced Scope for Firewall for Palo Alto
For the Firewall for Palo Alto, you can configure advanced scope matching based on service set identifier (SSID) and network access server identifier
(NAS-ID) filters.

Complete the following steps to configure the service set identifier (SSID) and network access server identifier (NAS-ID) filter for the Palo Alto
Firewall configuration.

1. From the Cloudpath Enrollment System navigation bar, navigate to Configuration > Integrated Systems.

By default, the Ruckus Systems tab is selected.

2. Select the Firewalls & Web Filters tab.

The Firewalls & Web Filters page is displayed.

3. Click Add Firewalls & Web Filters.

4. Enter the management IP address of the Palo Alto Networks® system.

Hostname or IP Address of Palo Alto Firewall. Port is specified by delimiting with colon, <hostname>:<port>

Integration with Palo Alto Networks® Firewalls
Support for NAS-ID in Palo Alto Firewall Configuration
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5. Click Get Key to get the key to get the XML key.

The API Key obtained from Palo Alto Firewall for API-based integration. When you enter your Palo Alto username and password
credentials to obtain an API key from a specific Palo Alto, your username and password are not stored.

6. In the Advanced: Scope section, add the following filters

FIGURE 5 Adding Advanced Scope: SSID and NAS-ID

• SSID Regex: Enter a regular expression to specify the SSID(s) that will trigger RADIUS accounting data forwarding to this external
system. Data will only be forwarded if all specified SSIDs match the connected network.

• NAS-ID Regex: Enter a regular expression to specify the NAS Identifier(s) that will trigger RADIUS Accounting data forwarding to this
external system. Data will only be forwarded if all specified NAS Identifiers match the connected network..

7. Click Save.

Integration with Palo Alto Networks® Firewalls
Configuring Advanced Scope for Firewall for Palo Alto
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8. (Optional) In the Firewalls & Web Filters page, click Status to view the status of Firewall and web filters.

The Firewall and web filters status is displayed.

FIGURE 6 Firewalls & Web Filters Status

9. (Optional) To review the incoming NAS-ID for RADIUS accounting, go to Dashboards > Connections .

Palo Alto Networks® Output
The example output below illustrates the data displayed in the Palo Alto Networks® firewall Monitor tab, and Host Information Profile (HIP) Match
logs. The Source address and Source User display the user data from the Cloudpath enrollment record and the Machine Name and Operating
System fields, if known by Cloudpath, display the machine information.

Integration with Palo Alto Networks® Firewalls
Palo Alto Networks® Output
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FIGURE 7 Palo Alto Firewall Displaying Cloudpath Traffic

Note that the information displayed is obtained from the Cloudpath Enrollment Record.

Integration with Palo Alto Networks® Firewalls
Palo Alto Networks® Output
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